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Software 
Engineer

With a focus on the next five years, what DTC technologies will impact Software Engineers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Skills required:

Skill Category  Skill

Understanding of  
DTC rail technology

Comprehensive knowledge of DTC technology, key operating principles, functionalities, 
components, and the processes involved in its design, installation and operation

Troubleshooting and 
System Analysis

Ability to interpret system warnings or alerts and perform testing or troubleshooting 
on DTC technology systems

Ability to engage in systems testing for the DTC technology to ensure reliability and 
performance (including conducting, managing and supervising test plans)

System Integration Ability to integrate new DTC technology systems to ensure seamless communication

Technical Design 
and Engineering

Ability to design robust and scalable system architectures that meet the specific 
requirements of DTC technology

Safety and 
Compliance

Thorough understanding of safety regulations, industry standards and emergency 
procedures as they relate to relevant DTC technology

Knowledge of industry standards and regulations to ensure software compliance

Data Science and 
Analytics

Advanced knowledge of programming languages (C++, Python, Java etc.) or in coding 
software designed for rail systems, specifically to create, modify and manage the  
DTC technology

Ability to work with databases to manage data storage and retrieval

Ability to work with hardware and software components of DTC technologies 
(including configuring the system)

Data processing capabilities to improve system performance (including machine learning 
algorithms)

Cybersecurity and 
Network Security

Understanding of cybersecurity principles to protect DTC technology from potential 
threats is required

Rationale for 
Prioritisation

The demand for Software Engineers in the rail sector is driven by the critical need to 
develop, integrate, and maintain sophisticated DTC technologies that are essential for 
modern, safe, and efficient rail operations. Their expertise ensures that these systems 
are reliable, secure, and capable of meeting the evolving demands of the rail industry.
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Assurance 
Engineer

Job description
Assurance Engineers keep construction and manufacturing projects running 
smoothly. They make sure projects are safe, comply with standards, and achieve 
their intended outcomes.

Also known as: Quality Assurance, Engineer, Safety Assurance Engineer

With a focus on the next five years, what DTC technologies will impact Assurance Engineers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Skills required:

Skill Category  Skill

Understanding 
of DTC rail 
technology

Comprehensive knowledge of DTC technology, key operating principles, functionalities, 
components, and the processes involved in its installation and operation

Ability to inspect and oversee technical aspects associated with DTC technology, like 
system installation, and testing

System Integration Ability to integrate new DTC technology systems to ensure seamless communication

Ability to implement and maintain integrated systems and understand the interaction  
between different components of DTC technology (e.g. on-board, trackside and control 
centre equipment)

Understanding 
of Signalling

Knowledge of railway signalling systems and understanding of the practical and theoretical 
components (including interlockings, balises, detection systems etc.)  
and how they apply under DTC technology

Cybersecurity and 
Network Security

Understanding of cybersecurity principles to protect DTC technology from potential threats is 
required

Troubleshooting 
and System 
Analysis

Ability to interpret system warnings or alerts and perform testing or troubleshooting 
on DTC technology systems

Expertise in conducting, managing, and supervising test plans (including equipment 
interoperability, operation, and safety compliance)

Project 
Management

Strong project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project)  
is essential to manage and track projects

Capabilities in identifying, evaluating and mitigating potential project risks

Rationale for 
Prioritisation

Technological advancements in the sector means there 
is an increasing need for Assurance Engineers who can 
validate the safety and operational capabilities of these  
new DTC technologies.

Projected shortfall of  
127 Assurance Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Digital Train Control

Continued on next page
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With a focus on the next five years, what DTC technologies will impact Assurance Engineers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Skills required:

Skill Category  Skill

Safety and 
Compliance

Thorough understanding of safety regulations, industry standards and emergency procedures 
as they relate to relevant DTC technology

Strong capability in carrying out safety audits and assessment and generating 
safety case reports

Knowledge of quality assurance principles, processes and standards related to 
DTC technology

Strong capability in devising mitigation measures and ensuring operational safety 
in relation to specific DTC technology and railway systems

Data Science 
and Analytics

Ability to analyse data from DTC technology systems to monitor the operational performance 
of trains

Rationale for 
Prioritisation

Technological advancements in the sector means there 
is an increasing need for Assurance Engineers who can 
validate the safety and operational capabilities of these  
new DTC technologies.

Projected shortfall of  
127 Assurance Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.
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ICT Security 
Specialist

Job description
ICT Security Specialists set up and manage rail organisations’ ICT security policies 
and procedures to minimise the risk of internal and external security threats. They test 
systems for vulnerabilities, apply security controls, and educate staff.

Also known as: Cyber Security Officer

With a focus on the next five years, what DTC technologies will impact ICT Security Specialists?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Skills required:

Skill Category  Skill

Understanding of DTC 
rail technology

Comprehensive knowledge of DTC technology, key operating principles, functionalities, 
components, and the processes involved in its installation and operation

Understanding of 
Communication Systems

Understanding the principles of digital communication systems including wireless or 
radio communication, network protocols, bandwidth management, and data transmission 
as it relates to DTC technology

Understanding of 
Signalling

Knowledge of railway signalling systems and ability to apply ICT security principles to 
rail safety and signal systems that control the movement of trains

Cybersecurity and 
Network Security

Comprehensive understanding of cybersecurity principles to protect DTC technology 
from potential threats is required

Ability to respond effectively to cybersecurity incidents and breaches as they relate to 
DTC technology, minimising damage and restoring service as quickly as possible

Ability to detect unauthorised intrusions or hacking attempts into the DTC technology 
control systems

Familiarity with IT security and data privacy laws, cybersecurity standards and 
compliance regulations to ensure DTC technology implementation meets necessary 
guidelines

Knowledge of encryption techniques to secure data transmission and ensure that 
information is secure and only accessible to authorised parties

Expertise in securing network systems including wireless communications used in DTC 
technology

The ability to protect data transmission protocols used in DTC technology

Skills to conduct cyber security awareness programs and training for staff to promote 
secure use of DTC technology

Rationale for 
Prioritisation

The demand for ICT Security Specialists in the rail sector is driven by the need to 
ensure the security and reliability of DTC technologies. Their expertise is crucial for 
protecting the rail network against cyber threats, ensuring compliance with safety 
standards, and maintaining  
the trust of passengers and stakeholders in the safety and reliability of rail services.

Digital Train Control

Continued on next page
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Rationale for 
Prioritisation

The demand for ICT Security Specialists in the rail sector is driven by the need to 
ensure the security and reliability of DTC technologies. Their expertise is crucial for 
protecting the rail network against cyber threats, ensuring compliance with safety 
standards, and maintaining  
the trust of passengers and stakeholders in the safety and reliability of rail services.

With a focus on the next five years, what DTC technologies will impact ICT Security Specialists?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Skills required:

Skill Category  Skill

System Integration The ability to integrate DTC technology and ICT processes

Data Science 
and Analytics

Knowledge of programming languages (C++, Python, Java etc.) or in coding software 
designed for rail systems, specifically to create, modify and manage the DTC technology

Ability to analyse data logs and security breach records to develop and implement 
effective security measures

Troubleshooting and 
System Analysis

Ability to engage in systems testing for the DTC technology to ensure reliability and 
performance (including conducting, managing and supervising test plans)

Telecommunication 
Systems

Familiarity with telecommunication principles, operation and maintenance
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Skills required:

Skill Category  Skill

Understanding of 
DTC Technology

Comprehensive knowledge of DTC technology, key operating principles, functionalities, 
components, and the processes involved in its installation and operation

Ability to operate and oversee the train control systems including understanding how 
signalling and traffic management work in relation to specific DTC technology

Understanding 
of Signalling

Knowledge of railway signalling systems and understanding of the practical and theoretical 
components (including interlockings, balises, detection systems etc.)  
and how they apply under DTC technology

Troubleshooting  
and system Analysis

Ability to interpret system warnings or alerts and perform testing or troubleshooting on DTC 
technology systems

Railway Operations 
Management

Ability to manage train scheduling (arrivals, departures and managing disruptions), and 
understanding the principles of capacity planning and delay management under DTC 
technology

Ability to supervise and monitor the rail network's real-time status and take necessary 
actions based on the system's real- time information

Safety and Compliance Thorough understanding of safety regulations, industry standards and emergency 
procedures as they relate to relevant DTC technology

Cybersecurity and 
Network Security

Understanding of cybersecurity principles to protect DTC technology from potential threats 
is required

Understanding of 
Communication 
Systems

Expertise in managing radio communications, including knowledge of specific codes, 
terminology, and protocols used in the railway industry as it relates to DTC technology

Data Science 
and Analytics

Ability to analyse data from DTC technology systems to monitor the operational 
performance of trains

Basic programming knowledge to understand how DTC technology systems function

Train 
Controller

Job description
Train Controllers plan and control the daily train schedules. They oversee the 
safe movement of trains using computerised train control signalling systems. Train 
Controllers set routes, manage train movements, handle disruptions and communicate 
effectively with drivers and other operational staff.

Also known as: Control System Operator, Signals Operator, Remote Signaller, 
Network Controller

With a focus on the next five years, what DTC technologies will impact Train Controllers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Rationale for 
Prioritisation

Modern DTC technology will impact the way that Train Controllers operate. They will have 
additional tools to enhance safety and operational efficiency and will have to adapt to the 
digital interfaces and functionalities that come with new technology. 

Digital Train Control
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Signal 
Engineer

Skills required:

Skill Category  Skill

Understanding  
of Rail Technology

Comprehensive knowledge of DTC technology, key operating principles, functionalities, 
components, and the processes involved in its installation and operation

Ability to operate and oversee the train control systems including understanding how 
signalling and traffic management work in relation to specific DTC technology

Knowledge of trackside equipment (including beacons/balises) and understanding their 
positioning and maintenance

Understanding 
of Signalling

Expertise in railway signalling systems and understanding of the practical and theoretical 
components (including interlockings, balises, detection systems etc.) and how they apply under 
DTC technology

Understanding the field equipment that interacts with the signalling system and their role in 
DTC technology

Understanding of 
Communication 
Systems

Understanding the principles of digital communication systems including wireless or radio 
communication, network protocols, bandwidth management, and data transmission as it relates 
to DTC technology

Troubleshooting 
and System 
Analysis

Ability to interpret system warnings or alerts and perform testing or troubleshooting on DTC 
technology systems

Technical Design 
and Engineering

Ability to design robust and scalable system architectures that meet the specific requirements of 
DTC technology

Ability to implement the networked system

System 
Integration

Ability to implement and maintain integrated systems and understand the interaction between 
different components of DTC technology (e.g. on-board, trackside and control centre equipment)

Project 
Management

Strong project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project) is essential to manage 
and track projects

Safety and 
Compliance

Thorough understanding of safety regulations, industry standards and emergency procedures 
as they relate to relevant DTC technology

With a focus on the next five years, what DTC technologies will impact Signal Engineers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Rationale for 
Prioritisation

Signal Engineers are in high demand due to the technological 
advancements in train control systems and the need to 
modernise current systems

Projected shortfall of 
480 Signal Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.
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Skills required:

Skill Category  Skill

Data and Analytics Ability to work with hardware and software components of DTC technologies (including 
configuring the system)

Ability to interpret and understand analytics from DTC technology for system performance, 
fault diagnostics, and system maintenance

Basic knowledge of programming languages and software used in control systems and 
railway signal systems

Cybersecurity and 
Network Security

Familiarity with IT security and data privacy laws, cybersecurity standards and compliance 
regulations to ensure DTC technology implementation meets necessary guidelines

Understanding of cybersecurity principles to protect DTC technology from potential threats is 
required

Electrical 
Engineering

Understanding of basic and advanced electrical concepts and systems

Telecommunication 
Systems

Ability to design and build telecommunication systems

Familiarity with telecommunication principles, operation and maintenance

With a focus on the next five years, what DTC technologies will impact Signal Engineers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Rationale for 
Prioritisation

Signal Engineers are in high demand due to the 
technological advancements in train control systems 
and the need to modernise current systems

Projected shortfall of 
480 Signal Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Digital Train Control

Job description
Signal Engineers design, construct, test and commission railway signalling systems to 
ensure the safe and efficient navigation of the rail network. They combine mechanical 
infrastructure with electronics and software to create an integrated signalling system, 
which improves efficiency and performance. They also oversee the maintenance of 
existing signalling equipment and investigate any faults.

Also known as: Electrical Engineer



FUTURE SKILLS FRAMEWORK  I  44

Signal 
Electrician

Skills required:

Skill Category  Skill

Understanding of 
DTC Technology

Comprehensive knowledge of DTC technology, key operating principles, functionalities, 
components, and the processes involved in its installation  
and operation

Understanding 
of Signalling

Expertise in railway signalling systems and understanding of the practical and theoretical 
components (including interlockings, balises, detection systems etc.)  
and how they apply under DTC technology

System Integration Understanding of how the DTC technology integrates with existing rail and communication 
systems and ensure compatibility

Electrical 
Engineering

Proficient in electrical systems, understanding how to safely install, maintain, and repair the 
electrical components of relevant DTC technology and related systems

Troubleshooting 
and System 
Analysis

Ability to interpret system warnings or alerts and perform testing or troubleshooting on DTC 
technology systems to resolve faults

Safety and 
Compliance

Thorough understanding of safety regulations, industry standards and emergency procedures 
as they relate to relevant DTC technology

Understanding of 
Communication 
Systems

Understanding the principles of digital communication systems including wireless or radio 
communication, network protocols, bandwidth management, and data transmission as it relates 
to DTC technology

Data Science 
and Analytics

Basic programming knowledge to understanding how DTC technology systems function

Telecommunication 
Systems

Familiarity with telecommunication principles, operation and maintenance

With a focus on the next five years, what DTC technologies will impact Signal Electricians?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Rationale for 
Prioritisation

Signal Electricians are key to ensuring the effective operation, 
safety and modernisation of Australia’s rail sector. Workforce 
modelling has found that there will be significant demand for 
signal electricians to install new DTC technologies, maintain 
and repair complex signalling systems

Projected shortfall of 
752 Signal Electricians / 
Technicians
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Skills required:

Skill Category  Skill

Understanding 
of DTC rail 
technology

Understanding of DTC technology, key operating principles, functionalities, components, 
and the processes involved in its installation and operation

Ability to operate and oversee the train control systems including understanding how 
signalling and traffic management work in relation to specific DTC technology

Understanding of 
Communication 
Systems

Expertise in managing radio communications and using communication systems that 
interface with DTC technology

Troubleshooting 
and System 
Analysis

Ability to interpret system warnings or alerts and perform testing or troubleshooting 
on DTC technology systems

Safety and 
Compliance

Thorough understanding of safety regulations, industry standards and emergency procedures 
as they relate to relevant DTC technology

Understanding 
of Signalling

Knowledge of railway signalling systems and understanding of the practical and theoretical 
components (including interlockings, balises, detection systems etc.)  
and how they apply under DTC technology

Understanding the field equipment that interacts with the signalling system and their role 
in DTC technology

Data Science 
and Analytics

Basic ability to analyse data delivered by DTC technology to monitor performance 
and recognise any operational issues

Job description
Passenger Train Drivers are responsible for the safety and comfort of their passengers, 
which involves effective communication with passengers and collaboration with 
Network Guards to ensure trains are on schedule.

Freight Drivers are responsible for covering vast distances transporting a range 
of cargo (iron ore, coal, farm produce, consumer goods), requiring the capacity  
for solitude with extended periods alone.

Also known as: Train Operator, Locomotive Driver

With a focus on the next five years, what DTC technologies will impact Train Drivers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Rationale for 
Prioritisation

In Australia, the average age of Train Drivers is 49 years old 
and 30% of the Train Driver workforce is over 55 years old. 
As they become increasingly reliant on DTC technology to 
operate trains safely and efficiently it is necessary for Train 
Drivers to upskill so they can operate these systems and 
respond appropriately in the case of operational faults.

Projected shortfall of 
30,719 Train Drivers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’

Digital Train Control

Train Driver
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Track 
Engineer

Skills required:

Skill Category  Skill

Understanding of 
Rail Technology

Understanding of DTC technology, key operating principles, functionalities, components, 
and the processes involved in its installation and operation

Knowledge of trackside equipment (including beacons and balises) and understanding 
their positioning and maintenance

Technical Design 
and Engineering

Understanding of basic railway design, construction, and maintenance principles, 
including track geometry, switches, crossings, signalling, and other components  
of the rail system

Data Science 
and Analytics

Ability to use software for rail design, mapping, and maintenance tracking 
(including tools for CAD, GIS, BIM, or asset management)

Ability to analyse data from DTC technology systems to monitor the operational 
performance of trains

Ability to work with hardware and software components of DTC technologies 
(including configuring the system)

Track Maintenance Knowledge of procedures for examining the condition of the track and carrying out repairs 
or preventative maintenance, specifically considering DTC technology requirements

Knowledge of how to correctly use and maintain the tools and equipment necessary 
for carrying out track repairs

Project Management Strong project management skills, including planning, scheduling, budgeting, and  
proficient usage of project management software and tools (like Microsoft Project) 
is essential to manage and track projects

Safety and 
Compliance

Thorough understanding of safety regulations, industry standards and emergency 
procedures as they relate to relevant DTC technology

System Integration Understanding how the DTC technology integrates with existing rail and communication 
systems and ensure compatibility

With a focus on the next five years, what DTC technologies will impact Track Engineers?

ETCS L1-L2 TMS PTC DTRS CBTC ATO / ETCS L2+

Rationale for 
Prioritisation

With rapid technological advancements, Track Engineers 
are vital in designing, building and maintaining the railways 
of the future. The rail sector needs to secure a workforce 
who can understand DTC technology and integrate them 
into existing infrastructure.

Projected shortfall of 
695 Track Engineers
ARA(2023) ‘The Rail 
Workforce: An Analytical 
Overview’.
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Intelligent transport
Intelligent Transport technologies represent an 
exciting and innovative chapter in the Australian 
rail sector. According to our rail stakeholder survey, 
39% felt Intelligent Transport will highly impact the 
workforce in the next five years.

TECHNOLOGY DESCRIPTION:

• Smart Asset Management is the strategic use
of data collected from trains, tracks, stations and
signalling equipment to improve decision-making,
streamline operations, and enhance
asset utilisation.

• Condition Monitoring is used for real-time
surveillance of rollingstock and infrastructure
to identify significant changes that could indicate
a fault.

• Predictive Maintenance uses data analysis to
detect anomalies and predict equipment failures
before they occur. This reduces downtime and
maintenance costs and can improve safety.

• AI-based Train Scheduling uses algorithms and
machine learning to optimise trains scheduling by
considering passenger demand, track availability,
maintenance schedules and crew assignment to
enable efficiencies, improve customer experience
and reduce operational costs.

• Chatbots are software applications that carry out
online conversations following pre-set rules or
simple artificial intelligence (AI). They can enhance
customer experience by providing 24/7 support,
reducing wait times for customer service and offer
a smoother and more efficient travel planning
process.

• Connected Driver-Advisory-System (C-DAS)
provides real time data driven guidance to train
drivers, enhancing operational efficiency, energy
conservation, and safety by integrating with external
data sources and other trains for dynamic and
responsive advice on optimal driving strategies.

Intelligent Transport
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Safety and 
Compliance

SKILLS THAT NEED TO BE BUILT:

The following skill categories indicate the high-level skills that need 
to be acquired in relation to Intelligent Transport technology. The skill 
categories identified can impact multiple roles.

OF THE IDENTIFIED PRIORITISED 
ROLES, OUR RESEARCH SUGGESTS 
THAT THE FOLLOWING ROLES WILL 
BE IMPACTED BY INTELLIGENT 
TRANSPORT (IT):

Click on the roles to understand the 
skills that need to be developed with 
the introduction of IT technology.

	3 Project Manager

	3 Software Engineer

	3Data Analyst

	3Data Scientist

	3 Project Engineer

	3 Assurance Engineer

	3 ICT Security Specialist

	3 Train Controller

	3 Signal Electrician

	3 Track Engineer

This list is not exhaustive, and IT 
technologies will impact other roles 
within the rail sector.

System 
Integration

Cybersecurity and 
Network Security 

Understanding 
and Applying  

BIM Technology

Technical Design 
and Engineering

Troubleshooting and 
System Analysis

User Focused  
Design and Build

Data Science 
and Analytics

Adaptive 
Skills

Understanding of  
IT Rail Technology

Understanding 
of Signalling

Understanding of 
Communication 

Systems

Common skill category across prioritised roles

Rail Operations 
Management

Electrical 
Engineering

Project 
Management

Intelligent Transport
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Project 
Manager

Job description
Project Managers lead the delivery of projects such as new rail infrastructure or 
network improvements. They manage all parts of the project, often coordinating 
a team of Engineers, Planners and Designers.

Also known as: Project Analyst, Project Leader, Project Supervisor, Project Director

Skills required:

Skill Category  Skill

Understanding of IT 
Technology

Understanding of IT technology, key operating principles, functionalities, components 
and the process involved in its installation and operation

Knowledge of machine learning algorithms and their application to IT technologies  
(e.g. training the chatbot on recognising intent and context in user queries and predictive 
maintenance)

Project Management Experience in IT project management

Strong project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project) is essential to 
manage and track projects

Data Science 
and Analytics

Familiarity with database management systems and big data platforms

Familiarity with the software development lifecycle, including planning, development, 
testing, deployment and maintenance

System Integration Experience integrating complex software systems with existing legacy systems, ensuring 
compatibility and efficiency

Cybersecurity and 
Network Security

Awareness of cybersecurity risks associated with IT systems

Understanding of 
Communication 
Systems

Knowledge of network infrastructure and data communication principles

User Focused  
Design and Built

Understanding of user-centric design principles, including user research and testing

Understanding 
and Applying BIM 
(Building Information 
Modelling) Technology

A thorough understanding of BIM processes, including the ability to navigate and manage 
3D models, interpret the integrated data, and utilise BIM software tools for design review, 
clash detection, scheduling (4D), and cost estimation (5D).

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant 
to Intelligent Transport

With a focus on the next five years, what IT technologies will impact Project Managers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Rationale for 
Prioritisation

Project Managers are in high demand in the rail 
sector. Their expertise in managing complex projects, 
coordinating cross-functional teams, and navigating the 
challenges of technological change is essential for the rail 
sector to realise the full potential of Intelligent Transport 
technology investments.

Shortfall of 16,079 
Project Managers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Intelligent Transport
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Skills required:

Skill Category  Skill

Understanding of 
IT Technology

Understanding of IT technology, key operating principles, functionalities, components 
and the process involved in its installation and operation

Knowledge of asset management principles and frameworks to align software design 
with industry best practices

Ability to implement real-time systems that can provide instant responses and updates 
to scheduling decisions

Understanding of IoT technologies and how sensors and devices collect data from 
physical assets

Knowledge of machine learning algorithms and their application to IT technologies  
(e.g. training the chatbot on recognising intent and context in user queries and predictive 
maintenance)

Advanced knowledge of and ability to implement AI algorithms that support decision 
making (for optimisation, predictive modelling, forecast asset deterioration and identify 
maintenance requirements)

Data Science 
and Analytics

Experience and understanding of cloud-based platforms for data storage, processing 
and analytics services

Knowledge of data collection methods and data quality assessment

Familiarity with database management systems and big data platforms

Experience in SQL and database optimisation to manage asset data effectively

Proficiency in data processing to handle large volumes of asset data

Advanced knowledge of the software development frameworks and the full software 
development life cycle

Familiarity with statistical analysis (to predict failures and optimise maintenance schedules 
and analyse condition monitoring data and improve the accuracy of predictions over time)

Proficiency in programming languages (e.g. Python, Java)

Knowledge of advanced mathematical modelling and linear programming

Software 
Engineer

Rationale for 
Prioritisation

The implementation of IT technologies requires a skilled workforce of Software Engineers 
who are capable of designing and implementing software solutions, system integration  
and real-time data processing.

With a focus on the next five years, what IT technologies will impact Software Engineers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS
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Job description
Software Engineers develop the computer systems that control rail networks and 
machinery. They design, develop, test and maintain software programs that are central 
to rail operations, including control systems, signalling, and new sensor technology. 
They automate control systems and implement advanced machine learning algorithms 
to make rail safer and more efficient.

Also known as: Senior Programmer, Systems Analyst, Systems Manager, IT Engineer, 
IT Technician, Senior Business Analyst

With a focus on the next five years, what IT technologies will impact Software Engineers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Skills required:

Skill Category  Skill

System Integration Experience integrating complex software systems with existing legacy systems, 
ensuring compatibility and efficiency 

Experience integrating sensor data with centralised systems for continuous condition 
monitoring

Understanding of systems engineering to integrate IT technology with rail systems 
such as signalling, communication and control systems

Cybersecurity and 
Network Security

Awareness of cybersecurity risks associated with Intelligent Transport systems

Ability to encrypt data and implement security measures to protect sensitive asset data

Knowledge of cybersecurity best practices to protect IT systems from threat and 
ensure the privacy and integrity of data

Technical Design 
and Engineering

Familiarity with network architecture and protocols to support Intelligent Transport 
technologies

Troubleshooting  
and System Analysis

Experience in testing and troubleshooting to ensure IT technology functions correctly

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant 
to Intelligent Transport

Knowledge of quality assurance and certification processes for railway software systems

Rationale for 
Prioritisation

The implementation of IT technologies requires a skilled workforce of Software Engineers 
who are capable of designing and implementing software solutions, system integration  
and real-time data processing.

Intelligent Transport
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Skills required:

Skill Category  Skill

Understanding  
of IT Technology

Understanding of IT technology, key operating principles, functionalities, components 
and the process involved in its installation and operation

Strong understanding of NLP (Natural Language Processing) concepts and techniques 
to enable chatbots to comprehend, interpret and generate human like responses

Practical experience with chatbot development platforms that provide tools for building, 
testing and deploying chatbots

Understanding of IoT technologies and how sensors and devices collect data from physical 
assets

Ability to integrate and process data from sensors and IoT devices to provide actionable 
insights or informed decisions

Knowledge of machine learning algorithms and their application to IT technologies (e.g. training 
the chatbot on recognising intent and context in user queries and predictive maintenance)

Proficiency in machine learning techniques (supervised, unsupervised and reinforcement 
learning) in the context of optimisation and forecasting issues

Advanced knowledge of and ability to implement AI algorithms that support decision making 
(for optimisation, predictive modelling, forecast asset deterioration and identify maintenance 
requirements)

Rail Operations 
Management

Familiarity with rail industry standards and the practical aspects of railway operations, 
including scheduling, route planning and capacity management

System 
Integration

Experience integrating complex software systems with existing legacy systems, ensuring 
compatibility and efficiency

Knowledge of data integration tools and techniques (Extract, Transform, Load) processes

Data Science 
and Analytics

Experience and understanding of cloud-based platforms for data storage, processing 
and analytics services

Familiarity with database management systems and big data platforms

Experience in SQL and database optimisation to manage asset data effectively

Proficiency in data processing to handle large volumes of asset data

Data 
Analyst

Rationale for 
Prioritisation

Data Analysts play a crucial role in the rail sector, particularly in enhancing safety and 
operational efficiency. As the rail sector is touched by technological advancements, such 
as the implementation of IT technologies, a workforce skilled in analysing data is crucial.

With a focus on the next five years, what IT technologies will impact Data Analysts?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS
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Skills required:

Skill Category  Skill

Data and 
Analytics

Strong statistical analysis skills to interpret complex datasets, identify patterns and efficiency 
opportunities (e.g. custom er data, train scheduling, create predictive models to forecast future 
asset conditions and maintenance needs)

Familiarity with the software development lifecycle, including planning, development, testing, 
deployment and maintenance

Proficiency in programming languages (e.g. Python, Java)

Knowledge of advanced mathematical modelling and linear programming

Understanding of queueing theory, network flow, and integer programming as they apply to 
train scheduling and resource allocation

Ability to apply simulation models to anticipate and solve rail network congestion and 
scheduling scenarios

Ability to use tools and platforms for data (e.g. R, Python and specialised statistical software 
SAS, SPSS)

Ability to use data visualisation tools (e.g. Tableau, Power BI, QlikView) to translate complex 
data findings into understandable visual reports

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant to 
Intelligent Transport

Rationale for 
Prioritisation

Data Analysts play a crucial role in the rail sector, particularly in enhancing safety and 
operational efficiency. As the rail sector is touched by technological advancements, such 
as the implementation of IT technologies, a workforce skilled in analysing data is crucial.

With a focus on the next five years, what IT technologies will impact Data Analysts?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Intelligent Transport

Job description
Data Analysts have strong analytical skills to interpret complex datasets, identify trends 
and generate actionable insights, which are used to keep passenger and freight 
services moving. They use data visualisation tools to create interactive and visually 
appealing dashboards or reports to communicate their findings to stakeholders.  
Data-driven decision making contributes to the improvement of railway operations

Also known as: N/A
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Skills required:

Skill Category  Skill

Understanding of 
IT Technology

Understanding of IT technology, key operating principles, functionalities, components 
and the process involved in its installation and operation

Strong understanding of NLP (Natural Language Processing) concepts and techniques 
to enable chatbots to comprehend, interpret and generate human like responses

Practical experience with chatbot development platforms that provide tools for building, 
testing and deploying chatbots

Understanding of IoT technologies and how sensors and devices collect data from physical 
assets

Ability to integrate and process data from sensors and IoT devices to provide actionable 
insights or informed decisions

Knowledge of machine learning algorithms and their application to IT technologies  
(e.g. training the chatbot on recognising intent and context in user queries and predictive 
maintenance)

Proficiency in machine learning techniques (supervised, unsupervised and reinforcement 
learning) in the context of optimisation and forecasting issues

Advanced knowledge of and ability to implement AI algorithms that support decision making 
(for optimisation, predictive modelling, forecast asset deterioration and identify maintenance 
requirements)

Rail Operations 
Management

Strong understanding of railway systems, including knowledge of the different types of rail 
assets, railway operations and industry specific challenges

System Integration Experience integrating complex software systems with existing legacy systems, ensuring 
compatibility and efficiency

Knowledge of data integration tools and techniques (Extract, Transform, Load) processes

User Focused 
Design and Build

Understanding of user-centric design principles, including user research and testing

Data 
Scientist

Rationale for 
Prioritisation

Data Scientists play a crucial role in the rail sector, contributing to enhancing efficiency 
and reliability of train operations. Technological advancements in the sector, such as the 
implementation of IT technologies, a workforce skilled in using data from different sources 
such as IoT devices to monitor, detect maintenance requirements and improve rail operations 
is crucial. Their work is essential for the continuous improvement of rail systems and 
maintenance.

With a focus on the next five years, what IT technologies will impact Data Scientists?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS
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Skills required:

Skill Category  Skill

Data Science 
and Analytics

Experience and understanding of cloud-based platforms for data storage, processing and 
analytics services

Familiarity with database management systems and big data platforms

Experience in SQL and database optimisation to manage asset data effectively

Proficiency in data processing to handle large volumes of asset data

Ability to analyse interaction data to gain insights into customer preference and behaviours 
and use this data to improve chatbot responses

Strong statistical analysis skills to interpret complex datasets, identify patterns and predict 
failures (e.g. train scheduling, create predictive models to forecast future asset conditions  
and maintenance needs)

Proficiency in programming languages (e.g. Python, Java)

Programming skills to automate workflows, preprocess data and develop custom analytics 
applications

Knowledge of advanced mathematical modelling and linear programming

Ability to apply simulation models to anticipate and solve rail network congestion and 
scheduling scenarios

Ability to use data visualisation tools (e.g. Tableau, Power BI, QlikView) to translate complex 
data findings into understandable visual reports

Ability to set up KPIs and use monitoring tools to track chatbot performance and identify 
areas for improvement

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant 
to Intelligent Transport

Rationale for 
Prioritisation

Data Scientists play a crucial role in the rail sector, contributing to enhancing efficiency 
and reliability of train operations. Technological advancements in the sector, such as the 
implementation of IT technologies, a workforce skilled in using data from different sources 
such as IoT devices to monitor, detect maintenance requirements and improve rail operations 
is crucial. Their work is essential for the continuous improvement of rail systems and 
maintenance.

With a focus on the next five years, what IT technologies will impact Data Scientists?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Intelligent Transport

Job description
Data scientists are imperative in shaping the future of passenger and freight rail 
operations. A data scientist needs to possess superior analytical skills, a strong ability 
to problem solve and an expansive knowledge of programming languages and tools. 
They develop models and algorithms to interpret patterns and translate raw data into 
valuable insights that fuel decision making, enhance efficiency and reliability and 
enable accurate future planning.

Also known as: Data Quality Manager, Data Manager, Data Engineer, 
Analytics Manager



FUTURE SKILLS FRAMEWORK  I  56

Skills required:

Skill Category  Skill

Understanding  
of IT Technology

Understanding of IT technology, key operating principles, functionalities, components and 
the process involved in its installation and operation

Understanding of IoT technologies and how sensors and devices collect data from physical 
assets

Knowledge of machine learning algorithms and their application to IT technologies 
(e.g. predictive maintenance)

Skills in developing and implementing sensor networks for real-time data collection and edge 
computing

Ability to integrate and process data from sensors and IoT devices to provide actionable 
insights or informed decisions

Cybersecurity and 
Network Security

Awareness of cybersecurity risks associated with Intelligent Transport systems

Ability to encrypt data and implement security measures to protect sensitive asset data

Technical Design 
and Engineering

Knowledge of reliability engineering concepts

Skill in assessing failures and determining the reliability of components and systems

System Integration Experience integrating complex software systems with existing legacy systems, 
ensuring compatibility and efficiency

Ability to handle data exchange and synchronisation between different platforms

Data Science 
and Analytics

Experience and understanding of cloud-based platforms for data storage, processing 
and analytics services

Familiarity with database management systems and big data platforms

Strong statistical analysis skills to interpret complex datasets, identify patterns and predict 
failures (e.g. train scheduling, create predictive models to forecast future asset conditions  
and maintenance needs)

Knowledge of software engineering best practices, frameworks, and methodologies

Project 
Engineer

With a focus on the next five years, what IT technologies will impact Project Engineers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Rationale for 
Prioritisation

Intelligent Transport technology will impact project planning, 
execution, and maintenance, highlighting the importance of 
Project Engineers. Workforce modelling has suggested a 
future demand for Project Engineers, emphasising the  
need for a skilled workforce who can navigate emerging  
IT technology.

Shortfall of 7,725 Project 
Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.
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Skills required:

Skill Category  Skill

Data Science and 
Analytics

Ability to use tools and platforms for data analysis (to inform and improve scheduling decisions) 
(R, Python and specialised statistical software SAS, SPSS)

Programming skills to automate workflows, preprocess data and develop custom analytics 
applications

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant to 
Intelligent Transport

With a focus on the next five years, what IT technologies will impact Project Engineers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Rationale for 
Prioritisation

Intelligent Transport technology will impact project planning, 
execution, and maintenance, highlighting the importance of 
Project Engineers. Workforce modelling has suggested a 
future demand for Project Engineers, emphasising the  
need for a skilled workforce who can navigate emerging  
IT technology.

Shortfall of 7,725 Project 
Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Intelligent Transport

Job description
Project Engineers undertake the planning and management of various rail construction 
projects, including rail track, passenger stations, bridges, and tunnels. They explore 
innovative solutions and lead teams in the design, construction, and maintenance of 
railways.
Core responsibilities include determining suitable construction methods and materials, 
creating specifications, plans, and project documentation, and conducting site surveys. 
Project procurement, site visits, compliance audits, and cost tracking are also integral 
components of the role.

Also known as: N/A 
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Skills required:

Skill Category  Skill

Understanding of 
IT Technology

Understanding of IT technology, key operating principles, functionalities, components 
and the process involved in its installation and operation

Understanding of IoT technologies and how sensors and devices collect data from 
physical assets

Cybersecurity and 
Network Security

Knowledge of cyber security principles to safeguard systems (to protect signalling  
equipment from potential cyber threats and vulnerabilities, to safeguard smart asset 
management and condition monitoring systems)

Ability to implement security protocols to protect sensitive data and systems

System Integration Experience integrating complex software systems with existing legacy systems, 
ensuring compatibility and efficiency

Technical Design 
and Engineering

Knowledge of reliability engineering concepts

Skills in using reliability engineering concepts to assess risks and mitigating potential issues

Proficiency in system engineering methodologies to design robust and reliable smart 
asset management and condition monitoring systems

Data Science 
and Analytics

Experience and understanding of cloud-based platforms for data storage, processing 
and analytics services

Familiarity with database management systems and big data platforms

Familiarity with the software development lifecycle, including planning, development, 
testing, deployment and maintenance

Troubleshooting  
and System Analysis

Experience in testing and troubleshooting to ensure IT technology functions correctly

Understanding and 
Applying BIM (Building 
Information Modelling) 
Technology

A thorough understanding of BIM processes, including the ability to navigate and manage 
3D models, interpret the integrated data, and utilise BIM software tools for design review, 
clash detection, scheduling (4D), and cost estimation (5D).

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant 
to Intelligent Transport

Knowledge of quality assurance and certification processes for railway software systems

Assurance 
Engineer

With a focus on the next five years, what IT technologies will impact Assurance Engineers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Rationale for 
Prioritisation

Technological advancements in the sector means there 
is an increasing need for Assurance Engineers who can 
validate the safety and operational capabilities of these 
new IT technologies.

Projected shortfall of 127 
Assurance Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.
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Skills required:

Skill Category  Skill

Understanding  
of IT Technology

Understanding of IT technology, key operating principles, functionalities, components 
and the process involved in its installation and operation

Cybersecurity and 
Network Security

Familiarity with IT security and data privacy laws, cybersecurity standards and compliance 
regulations to ensure Intelligent Transport technology implementation meets necessary 
guidelines

Knowledge of network protocols and the ability to analyse network traffic for signs 
of malicious activity

Proficiency in identifying vulnerabilities and threats, assessing risks, and applying controls 
to mitigate them

Deep understanding of cybersecurity principles, including confidentiality, integrity 
and availability

Awareness of cybersecurity risks associated with Intelligent Transport systems

Ability to encrypt data and implement security measures to protect sensitive asset data

Ability to implement security protocols to protect sensitive data and systems

Knowledge of cybersecurity best practices to protect IT systems from threat and 
ensure the privacy and integrity of data

Troubleshooting  
and System Analysis

Skills in incident response planning and execution, as well as developing and testing 
disaster recovery plans

Data Science 
and Analytics

Experience and understanding of cloud-based platforms for data storage, processing 
and analytics services

Experience in secure software development life cycle practices and tools for static 
and dynamic code analysis

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements 
relevant to Intelligent Transport

Understanding of the unique security challenges posed by IT technologies and the 
strategies to secure them

ICT Security 
Specialist

Job description
ICT Security Specialists set up and manage rail organisations’ ICT security policies 
and procedures to minimise the risk of internal and external security threats. They  
test systems for vulnerabilities, apply security controls, and educate staff.

Also known as: Cyber Security Officer

Rationale for 
Prioritisation

The demand for ICT Security Specialists in the rail sector is driven by the need to protect 
against the increasing cybersecurity challenges that come with the adoption of Intelligent 
Transport technologies. Their expertise is essential to ensure the confidentiality, integrity,  
and availability of critical rail systems and data.

With a focus on the next five years, what IT technologies will impact ICT Security Specialists?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Intelligent Transport
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Skills required:

Skill Category  Skill

Understanding of 
IT Technology

Understanding of IT technology, key operating principles, functionalities, components and the 
process involved in its installation and operation

Understanding and guiding the development of algorithms for train scheduling

Ability to efficiently operate and understand AI based train scheduling systems, including 
monitoring automated schedules and intervening when necessary

Rail Operations 
Management

Skills in using advanced traffic management systems to oversee and control train movements

Troubleshooting 
and System 
Analysis

Basic technical troubleshooting skills in case of system malfunctions or inconsistencies

Data Science and 
Analytics

Ability to understand and analyse real-time data by the AI scheduling system to make informed 
decisions regarding train movements and adjustments

Cybersecurity and 
Network Security

Proficiency in identifying vulnerabilities and threats, assessing risks, and applying controls to 
mitigate them

Awareness of cybersecurity risks associated with Intelligent Transport systems

Knowledge of cybersecurity best practices to protect IT systems from threat and ensure the 
privacy and integrity of data

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant to 
Intelligent Transport

Understanding of safety critical protocols and emergency response procedures

Train 
Controller

Rationale for 
Prioritisation

The role of Train Controller is poised to undergo significant changes, driven by the adoption 
of intelligent transport technology. The ability to leverage AI for train scheduling and control is 
transforming the rail sector, making it more efficient, safe, and responsive to the needs of both 
operators and passengers.

With a focus on the next five years, what IT technologies will impact Train Controllers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS
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Signal 
Electrician

Job description
Signal Electricians maintain and repair the signalling equipment and systems that 
keep trains running safely and efficiently. They work with both mechanical and 
electrical systems, and old and new signalling technology.

Also known as: Signal Maintainer, Signal Maintenance Technician, Rail 
Signalling Electrician

Skills required:

Skill Category  Skill

Understanding  
of IT Technology

Understanding of IT technology, key operating principles, functionalities, components and 
the process involved in its installation and operation

Understanding of IoT technologies and how sensors and devices collect data from physical 
assets

Understanding 
of Signalling

Knowledge of railway signalling systems (traditional and digital) and understanding of the 
practical and theoretical components (including interlockings, balises, detection systems etc.) 
and how they apply under IT technology

Troubleshooting 
and System 
Analysis

Familiarity with diagnostic tools and software used to predict equipment failures or maintenance 
needs

Electrical 
Engineering

Advanced knowledge of electrical systems and electronic components used in signalling 
systems

Cybersecurity and 
Network Security

Knowledge of cyber security principles to safeguard systems (to protect signalling equipment 
from potential cyber threats and vulnerabilities, to safeguard smart asset management and 
condition monitoring systems)

Data Science 
and Analytics

Ability to understand and analyse real-time data (from monitoring equipment)

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant 
to Intelligent Transport

With a focus on the next five years, what IT technologies will impact Signal Electricians?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Rationale for 
Prioritisation

Signal Electricians are key to ensuring the effective operation, 
safety and modernisation of Australia’s rail sector. Workforce 
modelling has found that there will be significant demand for 
signal electricians to maintain and repair complex signalling 
systems that are impacted by IT technologies. 

Projected shortfall of 
752 Signal Electricians / 
Technicians
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Intelligent Transport
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Skills required:

Skill Category  Skill

Understanding of 
IT Technology

Understanding of IT technology, key operating principles, functionalities, components and the 
process involved in its installation and operation

Understanding of IoT technologies and how sensors and devices collect data from physical 
assets

Understanding of how smart asset management systems operate to track and optimise the use 
of rolling stock, infrastructure, and resources

Project 
Management

Strong project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project) is essential to manage 
and track projects

Cybersecurity and 
Network Security

Knowledge of cyber security principles to safeguard systems (to protect signalling equipment 
from potential cyber threats and vulnerabilities, to safeguard smart asset management and 
condition monitoring systems)

Technical Design 
and Engineering

Advanced knowledge of the design and analysis of rail infrastructure

Data Science and 
Analytics

Proficiency in data processing to handle large volumes of asset data

Understanding predictive maintenance methodologies to forecast and mitigate future 
equipment failures

Safety and 
Compliance

Knowledge of industry standards, safety regulations, and compliance requirements relevant to 
Intelligent Transport

Knowledge of quality assurance and certification processes for railway software systems

Track 
Engineer

With a focus on the next five years, what IT technologies will impact Track Engineers?

Smart Asset 
Management

Predictive 
Maintenance

Condition 
Monitoring

AI based Train 
Scheduling Chatbots C-DAS

Rationale for 
Prioritisation

With rapid technological advancements, Track Engineers are 
vital in designing, building and maintaining the railways of the 
future. The rail sector needs to secure a workforce who can 
understand IT technology and integrate them into existing 
infrastructure.

Projected shortfall of 
695 Track Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.
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Decarbonisation Overview

TECHNOLOGY DESCRIPTION:

• Diesel-electric Locomotives use a diesel
engine to power an electric generator or
alternator, which in turn supplies electricity
to traction motors that drive the train's wheels.
This system offers the flexibility to operate
on non-electrified tracks and provides efficient
power distribution and reduced maintenance
compared to purely mechanical systems.

• Battery-electric Locomotives (BELs) use
battery power for traction. Instead of using
diesel or electricity from an external grid
supply (like overhead lines), these locomotives
have large, rechargeable batteries onboard.

• Biofuel is a renewable fuel derived from organic
materials (often plant based feedstocks or
treated waste materials). They are regarded
as a more environmentally friendly alternative
to diesel and can help reduce fossil fuels.

Decarbonisation overview
Investing in Decarbonisation technology is critical in 
driving the Australian rail sector’s transition to a more 
sustainable and environmentally friendly industry. 
According to our rail stakeholder survey, 40% felt that 
Decarbonisation technology will moderately to highly 
impact the workforce over the next five years.
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Decarbonisation Overview

Safety and 
Compliance

SKILLS THAT NEED TO BE BUILT:

The following skill categories indicate the high-level skills that need 
to be acquired in relation to Intelligent Transport technology. The skill 
categories identified can impact multiple roles

OF THE IDENTIFIED PRIORITISED 
ROLES, OUR RESEARCH SUGGESTS 
THAT THE FOLLOWING ROLES WILL 
BE IMPACTED BY INTELLIGENT 
TRANSPORT (IT):

Click on the roles to understand 
the skills that need to be developed  
with the introduction of IT technology.

	3 Project Manager

	3 Assurance Engineer

	3 Battery Engineer

	3 Biochemical Engineer

	3 Sustainability Advisor

	3 Electrical Engineer

	3Mechanical Engineer

This list is not exhaustive, and 
Decarbonisation technologies will 
impact other roles within the rail sector.

Technical 
Design

Troubleshooting and 
System Analysis

Data Science 
and Analytics

Adaptive 
Skills

Understanding of 
DTC Rail Technology

Rail Infrastructure 
Knowledge

Common skill category across prioritised roles

Electrical 
Engineering

Telecommunication 
Systems

Project 
Management

Sustainability 
Concepts
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Skills required:

Skill Category  Skill

Understanding of 
Decarb technology

Understanding of Decarb technology, key operating principles, functionalities, components 
and the process involved in its design, build, implementation and maintenance

Project 
Management

Experience in Decarbonisation project management

Strong project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project) is essential to manage 
and track projects

Knowledge of supply chain logistics, procurement processes and inventory management 
as they relate to Decarbonisation technology manufacturing, procurement, transportation 
and distribution

Safety and 
Compliance

Capabilities in identifying, evaluating and mitigating potential project risks

Familiarity with environmental regulations and standards related to Decarbonisation 
technologies

Knowledge of rail industry standards, safety regulations, and compliance requirements 
relevant to Decarbonisation technology

Sustainability 
Concepts

Understanding of energy efficiency principles and techniques to reduce the environmental 
impact of the rail sector

Ability to identify opportunities for energy efficiency improvements in rail operations 
to minimise energy consumption and reduce the environmental impact of rail

Data Science 
and Analytics

Proficiency in data analysis and monitoring tools to track project performance, analyse 
KPIs and make data driven decisions to optimise project outcomes

Rail Infrastructure 
Knowledge

Understanding of rail infrastructure, rollingstock, operations and regulatory requirements 
to integrate Decarbonisation technology into the rail sector effectively

Project 
Manager

Job description
Project Managers lead the delivery of projects such as new rail infrastructure or 
network improvements. They manage all parts of the project, often coordinating 
a team of engineers, planners and designers.

Also known as: Project Analyst, Project Leader, Project Supervisor, Project Director

With a focus on the next five years, what Decarbonisation technologies will impact Project Managers?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Rationale for 
Prioritisation

Project Managers are in high demand as they bring the 
leadership, expertise, and organisational skills necessary 
to navigate the complexities of Decarbonisation projects, 
ensuring that they are completed successfully and add value 
to the rail sector's transition to more sustainable operations.

Shortfall of 16,079 
Project Managers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Decarbonisation Overview
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Skills required:

Skill Category  Skill

Understanding of 
Decarb technology

Understanding of Decarb technology, key operating principles, functionalities, components 
and the process involved in its design, build, implementation and maintenance

Ability to manage the integration of BELs with existing railway infrastructure (e.g. power supply 
systems, signalling equipment, communication networks and control systems) to ensure 
seamless operation and interoperability

Skills in integrating complex mechanical and electrical systems to work seamlessly together 
in a diesel-electric train setup

Understanding of how biofuel technology integrates with existing rail infrastructure and 
operations

Ability to design biofuel production facilities including equipment selection, layout optimisation 
and adherence to safety requirements

Data Science 
and Analytics

Proficiency in data analysis techniques, condition monitoring and predictive maintenance 
methodologies to analyse operational data and optimise performance and reliability

Ability to conduct data analysis and monitoring tools to track project performance, analyse 
KPIs and make data driven decisions to optimise project outcomes

Electrical 
Engineering

Understanding of electrical systems (e.g. traction motors, inverters, converters and power 
distribution systems) to ensure their proper function and integration

Comprehensive understanding of electrical systems (e.g. traction motors, inverters,  
converters and power distribution systems) to ensure their proper function and integration

Technical Design 
and Engineering

Understanding of diesel engines and mechanical systems to oversee the integration and 
maintenance of the prime mover in diesel-electric trains

Proficiency in chemical engineering principles related to biofuel production (e.g. mass 
and energy balances, reaction kinetics, thermodynamics and process optimisation)

Skills in using reliability engineering concepts to assess risks and mitigating potential issues

Project 
Management

Basic project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project) is essential to  
manage and track projects

With a focus on the next five years, what Decarbonisation technologies will impact Assurance Engineers?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Assurance 
Engineer

Job description
Assurance Engineers keep construction and manufacturing projects running  
smoothly. They make sure projects are safe, comply with standards, and achieve 
their intended outcomes.

Also known as: Quality Assurance Engineer, Safety Assurance Engineer

Rationale for 
Prioritisation

The demand for Assurance Engineers in the rail sector 
is driven by the need to ensure that Decarbonisation 
technologies are safely, effectively, and sustainably 
implemented, while also complying with regulatory standards 
and contributing to the industry's long-term success.

Projected shortfall of  
127 Assurance Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Decarbonisation Overview

Continued on next page
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With a focus on the next five years, what Decarbonisation technologies will impact Assurance Engineers?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Skills required:

Skill Category  Skill

Rail Infrastructure 
Knowledge

Understanding of rail infrastructure, rollingstock, operations and regulatory requirements 
to integrate Decarbonisation technology into the rail sector effectively

Safety and 
Compliance

Familiarity with environmental regulations and standards related to Decarbonisation 
technologies

Knowledge of rail industry standards, safety regulations, and compliance requirements 
relevant to Decarbonisation technology

Knowledge of process safety management principles and techniques to identify, assess 
and mitigate potential hazards associated with Decarbonisation technologies

Ability to establish quality control and assurance protocols to ensure the consistent quality 
and compliance of Decarbonisation technologies with industry standards and regulatory 
requirements

Proficiency in safety engineering principles, risk assessment methodologies and safety 
standards applicable to battery technology and railway operations to ensure the safety 
and reliability of BELs

Rationale for 
Prioritisation

The demand for Assurance Engineers in the rail sector 
is driven by the need to ensure that Decarbonisation 
technologies are safely, effectively, and sustainably 
implemented, while also complying with regulatory standards 
and contributing to the industry's long-term success.

Projected shortfall of  
127 Assurance Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Decarbonisation Overview

Job description
Assurance Engineers keep construction and manufacturing projects running  
smoothly. They make sure projects are safe, comply with standards, and achieve 
their intended outcomes.

Also known as: Quality Assurance Engineer, Safety Assurance Engineer
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Battery 
Engineer

Job description
Battery Engineers apply their technical knowledge and engineering fundamentals  
to innovate, design and improve battery technologies and systems They are involved 
in conducting research, advancing development and overseeing manufacturing 
procedures within battery production.

Also known as: N/A

With a focus on the next five years, what Decarbonisation technologies will impact Battery Engineers?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Skills required:

Skill Category  Skill

Understanding of 
Decarb Technology

Understanding of Decarb technology, key operating principles, functionalities, components 
and the process involved in its design, build, implementation and maintenance

In-depth knowledge of battery technology (e.g. battery chemistry, performance characteristics, 
degradation mechanisms)

Skills in designing systems to manage the heat generated by batteries and electric motors to 
ensure optimal performance

Proficiency in designing and managing energy storage systems

Sustainability 
Concepts

Understanding of energy efficiency principles and techniques to reduce the environmental 
impact of the rail sector

Project 
Management

Basic project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project) is essential to manage 
and track projects

Technical Design 
and Engineering

Skills in integrating battery energy storage systems into the locomotive design including 
mechanical, electrical and control interfaces

Knowledge of mechanical design principles and techniques for packaging battery modules 
(including structural considerations, thermal management, vibration damping)

Electrical 
Engineering

Understanding of electrical systems (e.g. traction motors, inverters, converters and power 
distribution systems) to ensure their proper function and integration

Troubleshooting  
and System Analysis

Experience in testing, commissioning and troubleshooting electrical systems to evaluate 
performance, safety and reliability

Safety and 
Compliance

Familiarity with environmental regulations and standards related to Decarbonisation 
technologies

Knowledge of rail industry standards, safety regulations, and compliance requirements 
relevant to Decarbonisation technology

Knowledge of process safety management principles and techniques to identify, assess 
and mitigate potential hazards associated with Decarbonisation technologies

Proficiency in safety engineering principles, risk assessment methodologies and safety 
standards applicable to battery technology and railway operations to ensure the safety 
and reliability of BELs

Rationale for 
Prioritisation

The investment in Decarbonisation technologies and more specifically, BELs has created a 
surge in demand for Battery Engineers. Their expertise is vital for advancing the capabilities 
of battery technology, ensuring that it meets the specific needs of rail transportation while 
supporting broader environmental objectives.

Decarbonisation Overview
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Biochemical 
Engineer

Job description
Biochemical Engineers work at the intersection of biology, chemistry and engineering 
to develop technologies and processes for the production of biochemical products.  
In the rail sector, Biochemical Engineers are responsible for designing and developing 
biofuels. They play a crucial role in creating sustainable and efficient energy 
alternatives.

Also known as: N/A

With a focus on the next five years, what Decarbonisation technologies will impact Biochemical Engineers?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Rationale for 
Prioritisation

The introduction of Decarbonisation technologies like biofuel production in the rail sector has 
created a significant demand for Biochemical Engineers. Their unique combination of skills and 
expertise is critical for driving the transition to more sustainable and environmentally friendly 
energy solutions.

Skills required:

Skill Category  Skill

Understanding of 
Decarb technology

In depth understanding of biofuel production processes (e.g. biomass feedstock selection, 
conversion technologies, biofuel refining)

Knowledge of designing and operating bioreactors for the cultivation of cells used in biofuel

Understanding of fermentation and enzyme technology to produce biofuel

Deep understanding of biochemical processes and the ability to design, optimise and scale-up 
processes for biofuel production

Project 
Management

Basic project management skills, including planning, scheduling, budgeting, and proficient 
usage of project management software and tools (like Microsoft Project) is essential to manage 
and track projects

Sustainability 
Concepts

Understanding of energy efficiency principles and techniques to reduce the environmental 
impact of the rail sector

Data Science 
and Analytics

Ability to optimise processes through experimental design, statistical design and process 
modelling to enhance productivity and efficiency

Technical Design 
and Engineering

Proficiency in chemical engineering principles related to biofuel production (e.g. mass and 
energy balances, reaction kinetics, thermodynamics and process optimisation)

Rail Infrastructure 
Knowledge

Understanding of rail infrastructure, rollingstock, operations and regulatory requirements to 
integrate Decarbonisation technology into the rail sector effectively

Safety and 
Compliance

Familiarity with environmental regulations and standards related to Decarbonisation 
technologies

Knowledge of rail industry standards, safety regulations, and compliance requirements 
relevant to Decarbonisation technology

Decarbonisation Overview
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Sustainability 
Advisor

Job description
Sustainability Advisors play an important role in steering organisations towards 
a greener and more sustainable future. In the rail sector, Sustainability Advisors 
champion sustainable practices across design, construction and operations  
and bring their knowledge of environmental laws and sustainability standards.

Also known as: Sustainability Manager, Decarbonisation Adviser

With a focus on the next five years, what Decarbonisation technologies will impact Sustainability Advisors?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Rationale for 
Prioritisation

The introduction of Decarbonisation technologies in the Australian rail sector has heightened 
the need for professionals who can effectively integrate sustainability into corporate 
operations and strategy, making the role of a Sustainability Adviser more vital than ever.

Skills required:

Skill Category  Skill

Understanding of 
Decarb technology

Understanding of Decarb technology, key operating principles, functionalities, components 
and the process involved in its design, build, implementation and maintenance

Sustainability 
Concepts

Comprehensive understanding of sustainability concepts and principles, frameworks and 
best practices relevant to the rail industry

Proficiency in conducting life cycle assessments to evaluate the environmental impacts 
of biofuel compared to conventional fuels

Knowledge of carbon accounting methodologies to quantify greenhouse gas emissions 
associated with biofuel production and rail operations

Understanding of renewable energy integration strategies within the rail sector as it relates 
to each Decarbonisation technology

Ability to identify opportunities for energy efficiency improvements in rail operations to 
minimise energy consumption and reduce the environmental impact of rail

Proficiency in environmental reporting frameworks and effective communication skills 
to convey sustainability performance, goals and achievements

Project 
Management

Knowledge of supply chain logistics, procurement processes and inventory management 
as they relate to Decarbonisation technology manufacturing, procurement, transportation 
and distribution

Capabilities in identifying, evaluating and mitigating potential project risks

Data Science 
and Analytics

Ability to conduct data analysis and monitoring tools to track project performance, analyse 
KPIs and make data driven decisions to optimise project outcomes

Safety and 
Compliance

Knowledge of environmental regulations and standards related to Decarbonisation technologies

Knowledge of rail industry standards, safety regulations, and compliance requirements 
relevant to decarbonisation technology

Decarbonisation Overview
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Skills required:

Skill Category  Skill

Understanding of 
Decarb technology

Understanding of Decarb technology, key operating principles, functionalities, components 
and the process involved in its design, build, implementation and maintenance

In-depth knowledge of battery technology (e.g. battery chemistry, performance 
characteristics, degradation mechanisms)

Skill in designing and programming control systems for BELs for monitoring and controlling 
train operations

Electrical Engineering Proficiency in analysing and designing complex electrical circuits and power systems

Knowledge of power electronics used to control the voltage and current supplied 
to the electric traction motors to ensure efficient operation

Comprehensive understanding of electrical systems (e.g. traction motors, inverters, 
converters and power distribution systems) to ensure their proper function and integration

Proficiency in designing electrical systems (e.g. including power generation, 
distribution and control systems)

Familiarity with electrical distribution systems onboard BELs (e.g. wiring, cabling, 
circuit protection, distribution panels)

Project Management Strong project management skills, including planning, scheduling, budgeting, and  
proficient usage of project management software and tools (like Microsoft Project) 
is essential to manage and track projects

Capabilities in identifying, evaluating and mitigating potential project risks

Troubleshooting and 
System Analysis

Experience in testing, commissioning and troubleshooting electrical systems 
to evaluate performance, safety and reliability

Safety and 
Compliance

Familiarity with environmental regulations and standards related to Decarbonisation 
technologies

Knowledge of rail industry standards, safety regulations, and compliance requirements 
relevant to Decarbonisation technology

Proficiency in safety engineering principles, risk assessment methodologies and safety 
standards applicable to battery technology and railway operations to ensure the safety 
and reliability of BELs

With a focus on the next five years, what Decarbonisation technologies will impact Electrical Engineers?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Electrical 
Engineer

Job description
Electrical Engineers design, construct, test and commission the electronics behind 
innovative rail technology. They combine mechanical infrastructure with electronics and 
software to create integrated systems, which improves efficiency and performance.

Also known as: Signal Engineer

Rationale for 
Prioritisation

Electrical Engineers are in high demand because they are 
integral in driving the modernisation of the rail industry and 
guiding the adoption of new Decarbonisation technology 
and innovation tin the sector.

Projected shortfall of 
480 Electrical Engineers
ARA(2023) ‘The Rail Workforce: 
An Analytical Overview’.

Decarbonisation Overview
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Skills required:

Skill Category  Skill

Understanding of 
Decarb technology

Knowledge of biofuel production processes (e.g. biomass feedstock selection, conversion 
technologies, biofuel refining)

Understanding of thermodynamics and fluid mechanics to optimise the performance and 
efficiency of the diesel engine and cooling system

Skills in designing systems to manage the heat generated by batteries and electric motors 
to ensure optimal performance

Proficiency in designing and managing energy storage systems

Understanding of combustion principles and the ability to optimise engine designs 
for biofuels

Skills in integrating complex mechanical and electrical systems to work seamlessly together 
in a diesel-electric train setup

Technical Design 
and Engineering

Proficiency in designing mechanical systems that are part of diesel-electric locomotives 
(e.g. engine, transmission)

Skills in using reliability engineering concepts to assess risks and mitigating potential issues

Electrical Engineering Understanding of electrical systems (e.g. traction motors, inverters, converters and power 
distribution systems) to ensure their proper function and integration

Familiarity with electrical distribution systems onboard BELs (e.g. wiring, cabling, 
circuit protection, distribution panels)

Troubleshooting  
and System Analysis

Experience in testing, commissioning and troubleshooting electrical systems to evaluate 
performance, safety and reliability

Sustainability 
Concepts

Understanding of energy efficiency principles and techniques to reduce the environmental 
impact of the rail sector

Data Science 
and Analytics

Skill in using computer-aided design (CAD) software for creating detailed designs and 
simulation software to test and refine before physical production

Safety and 
Compliance

Familiarity with environmental regulations and standards related to Decarbonisation 
technologies

Knowledge of rail industry standards, safety regulations, and compliance requirements 
relevant to Decarbonisation technology

Knowledge of process safety management principles and techniques to identify, assess 
and mitigate potential hazards associated with Decarbonisation technologies

With a focus on the next five years, what Decarbonisation technologies will impact Mechanical Engineers?

Diesel-electric Locomotives Battery-electric Locomotives Biofuel

Rationale for 
Prioritisation

The introduction of Decarbonisation technology in the rail sector significantly increases 
the complexity of design, development, and maintenance of trains. Mechanical Engineers 
possess a unique set of skills and knowledge that are critical to creating and delivering these 
innovative solutions, making them highly sought after in this transformative period for the r 
ail sector.

Mechanical 
Engineer

Job description
Mechanical Engineers play a crucial role in the rail industry, contributing to the 
design, development and maintenance of trains for passenger and freight operations. 
Mechanical Engineers are integral and are engaged with across the entire production 
process. They are involved in researching and investigating technical issues, provide 
their insight on the development of new concepts within the rail sector and assist in 
delivering work.

Also known as: N/A

Decarbonisation Overview
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B. Overview of Prioritisation Approach

The following prioritisation approach was applied to identify the critical roles 
within the rail sector impacted by emerging technologies:

B. Overview of prioritisation
approach

UNDERSTAND 
WIDER IMPACTS 
TO TALENT POOL

APPLY
ASSESSMENT

CRITERIA

ANALYSE WORK 
COMPLETED 

TO DATE

VALIDATE 
WITH KEY 

STAKEHOLDERS

• Desktop research was undertaken to understand the key supply and demand
drivers affecting the rail sector, with a specific focus on emerging technology
over a five- year time horizon.

• Engaged colleagues with experience in the rail sector to understand their
perspectives on the future skills required in a five-year time horizon.

• Identify adjacent sector and opportunities to attract talent to the rail sector.

• Analysis of critical roles and digital skills focus areas identified in the ‘Future
Digital Skills in Rail’ May 2023 report and the ‘The Rail Workforce: An Analytical
Overview’ December 2023 report. Whilst we acknowledge workforce data
within the sector remains a challenge, we have assumed data from these
reports can be used as a basis to build on with the aim to validate during
stakeholder consultation. Following this a matrix was created to understand
the impact of rail technology over the next five years on identified roles.
A total of 60 roles both rail specific and non-rail specific were identified.

• The following key assessment criteria were used to identify prioritised roles
to be validated through stakeholder consultation: Roles that are projected to
be in demand 2023 – 2027 (based on the ‘The Rail Workforce: An Analytical
Overview’ report published by ARA in December 2023); Roles that are
impacted by the implementation of Digital Train Control; Roles which have
critical skills related to Intelligent Transport; Roles which have critical skills
related to the decarbonisation agenda.

• Emerging technologies were validated with Deutsche Bahn, the wider
EY Transport ecosystem and finally through a targeted stakeholder survey
to the rail industry in Australia. This allowed the technology and the identified
prioritised roles to be validated and will continue to be refined throughout
stakeholder consultation.
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Prioritisation Approach

Prioritisation approach

The following infographic provides a step-by-step overview as to how the critical 
roles within the rail sector impacted by emerging technologies were identified.

Train Drivers

Maintenance 
Engineers

Infrastructure 
Specialists

Mechanical 
Engineers

Systems 
Engineers

Logistics 
Coordinators

Electrical 
Engineers

Assurance 
Engineers

Track 
Engineers

Civil Engineers

Signal 
Engineers

Project 
Engineers

Structural 
Engineers

Signal 
Electricians

Design 
Engineers

Project 
Managers

Project 
Planners

Fitters

Health & Safety 
Advisors

Data Scientist

ICT Security Specialist

Data Analysts

Software Engineers

ICT Business Analyst

Customer Service 

Assistant/Manager

Biochemical Engineers

AI Engineer / Developer

Helpdesk / IT Support

IoT Specialist

Battery Engineers

Sustainability 
Consultants

Train Drivers –  
Passenger and Freight

Project Engineers
Signal Engineers
Signal Electrician
Track Engineers
Project Managers

Mechanical Engineer
ICT Security Specialist

Train Controller
Software Engineers

Biochemical Engineers
Battery Engineers

Data Analysts
Sustainability Advisors
Assurance Engineers

Data Scientists

POTENTIAL TALENT POOL

IN-DEMAND 
ROLES

PRIORITISED CRITICAL ROLES

DIGITAL & DECARB 
EMERGING ROLES

Proposed Scope for Future Skills workstream

Transport
Administrative  

& Support Services
Education & Training

Mining
Aviation

Telecommunications
Manufacturing

Energy Sector
Construction

Maritime
Defence

The potential talent pool represents 
the Australian labour market.

A potential workforce solution to the 
projected rail workforce shortfall will 
be to analyse skill commonalities 
across adjacent industries. Tapping into 
alternative industry’s workforce could 
also help increase and improve D&I in 
the Australian rail sector, which will be 
investigated further as part of the D&I 
deliverable.

In-demand roles are based on workforce 
modelling undertaken by the ARA in 
December 2023. They consist of both  
rail and non-rail roles.

Digital and decarb emerging roles 
are based on Future Digital Skills in 
Rail (Deloitte, 2023) and independent 
desktop research.

A matrix was created to compare target 
roles to the rail technology predicted to 
affect the sector over the next five years. 
A total of 60 target roles, both rail and 
non-rail specific were identified.

16 prioritised critical roles were 
identified through the following steps:
1. Roles projected to be in demand

2023-2027
2. Roles that will be impacted by the

implementation of Digital Train Control
3. Roles which have critical skills related

to Intelligent Transport and those
related to the Decarbonisation agenda

4. Stakeholder consultation and insights
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C. Workforce data overview
Four reports have been produced which give estimates around the future rail 
workforce: Future Digital Skills in Rail,28 Determining the Future Demand, Supply and 
Skills Gap for Australia’s and New Zealand’s Rail Workforce: 2022-2032,29 The Rail 
Workforce: An Analytical Overview30 and Rail Industry 2024 Workforce Plan – Draft.31

28 Deloitte (2023), ‘Future Digital Skills in Rail’
29  BIS Oxford Economics (2023), ‘Determining the Future Demand, Supply and Skills Gap for Australia’s and New Zealand’s Rail Workforce: 2022-2032’ 
30  ARA (2023), ‘The Rail Workforce: An Analytical Overview’
31 ISA (2024), ‘Rail Industry Workforce Plan – Draft’
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DATA DIFFERENCES

Inconsistent definitions of the rail workforce 
result in each report estimating different 
total Rail workforce numbers:
• Future Digital Skills in Rail – 72,006

(focus on direct employment).
• Determining the Future Demand,

Supply and Skills Gap – 88,220
(employees working in the sector).

• The Rail Workforce Analytical Overview
– 90,811 (employees working in the
sector across infrastructure, operations
and maintenance).

• Rail Industry 2024 Workforce Plan –
46,979 (focus on operational workers).

Inconsistent workforce projections  
with each report having a different focus 
(e.g. shortfalls, demand).
• Future Digital Skills in Rail – estimates

the workforce will require 84,937
direct workers in 2027.

• Determining the Future Demand,
Supply and Skills Gap – demand is
expected to peak in FY25 at 96,550.

• The Rail Workforce Analytical
Overview – shortfall of 71,438
employees between 2023-2027.

• Rail Industry 2024 Workforce Plan –
Total workforce gap to peak in
2026-7 (no estimate).

DATA SOURCES

• ABS Census data
− 	Future Digital Skills in Rail –

2021 data adjusted using ALFS
data to reach 2022 totals.

− 	Determining the Future Demand,
Supply and Skills Gap – 2021
and 2018 data.

− 	Rail Industry 2024 Workforce
Plan – 2006- 2021 data and ABS
Census Skills Priority List 2023.

• ANZSIC
• ANZSCO
• Rail Industry Worker (RIW) data
• Remsmart data
• Stakeholder Consultation

− 	The Rail Workforce Analytical
Overview – ARA member survey.

− 	Rail Industry 2024 Workforce
Plan

DATA LIMITATIONS

• ANZSCO classifications don’t
accurately reflect the diversity
of occupations in the current rail
industry and ANZSIC provides
information on the industry or
sector where businesses operate.

• ANZSCO rail role classifications
− 8 unique rail roles (The Rail

Workforce Analytical Overview)
− 2 categories at the 4-digit level.

• ‘Rail Transport’ industry category
of the ABS Census data
underestimates the size of the
rail workforce. Census data is
more often than not allocated
to industries other than rail.

• The differing time parameters of
each report make it challenging
to do workforce comparisons or
rely on a single source of truth.

• Rail workforce totals and time parameters differ across each report which creates ambiguity
around current workforce baseline

• 	Each report follows a different methodology and uses different data sources (e.g. ANZSCO
vs ANZSIC – they are used for different purposes and are not directly comparable)

• 	A lack of real time data makes it challenging to accurately forecast the impact of investment
pipeline on demand for rail skills

KEY TAKEAWAYS
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C. Workforce Data Overview

FUTURE DIGITAL SKILLS 
IN RAIL (MAY 2023)

DETERMINING THE FUTURE DEMAND, 
SUPPLY AND SKILLS GAP FOR AUSTRALIA’S 
AND NEW ZEALAND’S RAIL WORKFORCE: 
2022-2032 (NOVEMBER 2023)

WHO Deloitte BIS Oxford Economics for NTC and ARA

DATA 
SOURCE AND 
METHODOLOGY

• 	Estimations based on ABS data from the
2021 Census and adjusted using ALFS
data to reach 2022 totals

• 	Uses ANZSIC industry categorisation
of rail as the main basis for definition

• Analysis is based on current pipeline of
rail projects over the forecasting period
and utilises the 2021 and 2018 Census
data for Australia and NZ

KEY DATA 
POINTS

•  Rail industry directly employs 72,006 
across:
− Passenger: 29,821,
− Freight and freight services: 23,665
− Other rail operators:5,947,
− Construction: 8,257,
− Manufacturing: 4,318

• The Rail industry is estimated to require 
84,937 direct workers in 2027

•  Provides analysis of current key rail 
occupations (page 16)

•  Provides forecast for future employment 
using the current workforce estimate as
a basis across: Rail passenger, Rail Freight, 
Construction, Rolling Stock Manufacturing, 
and Other Rail (page 25)

• Analysis of future key occupations (page 29)
•  Future digital occupation analysis (page 30)

• Estimated current total workforce in
Australia across the rail workforce is
around 88,220 employees as at FY22

• Modelling of workforce: demand is
expected to peak in FY25 at 96,550
(a 9.4% increase or 8,330 employees)
− Supply is forecast to fall to 72,960 over

the next decade – if this occurs the
workforce gap is expected to peak
in FY26 at 13,150 people

DATA 
LIMITATIONS

• Report does not capture indirect rail
employment (activity catalysed by the
rail sector further down supply chain –
e.g. sub-contractors or consultancy support)

• Report uses the ‘Rail Transport’ industry
category of the ABS Census which
severely underestimates the size
of the rail workforce

• 	The rail sector also includes a proportion
of people employed in Construction,
Manufacturing, and Freight/Transport
Services
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C. Workforce Data Overview

THE RAIL WORKFORCE: AN 
ANALYTICAL OVERVIEW

RAIL INDUSTRY INITIAL 2024  
WORKFORCE PLAN (APRIL 2024)

WHO Completed by the UK’s National Skills 
Academy for Rail (NSAR) for the ARA

ISA

DATA 
SOURCE AND 
METHODOLOGY

• ANZSCO
• 	Rail Industry Worker (RIW) program data
• 	Remsmart program data
• 	ARA members (survey)

• ANZSIC (workforce) and ANZSCO (workers)
• 	ABS Census, Skills Priority List 2023
• 	ABS Census 2006-2021
• 	Determining the Future Demand, Supply and

Skills Gap for Australia’s and New Zealand’s
Rail Workforce: 2022-2032

• 	The Rail Workforce: An Analytical Overview

KEY DATA 
POINTS

• 	90,811 employees working in the rail
sector – the data received represents
55% of the workforce (ARA suggests
approximately 165,000 are employed)

• Age distribution: average age is 45 and
34% of the workforce is over 50

• 	Gender distribution: 77% male and
23% female

• 	Modelling of job role shortages between
2023- 2027: shortfall of 71,438 employees
across engineering, projects, and train
operations

• Retirement cliff: 35% of the workforce
could be of retirement age (62) by 2035

• Rail workforce approximately 46,979 (ANZSIC)
– focus on rail operational workers

• 	The workforce is expected to increase by
7.2% in 5 years to 2028 and 11.6% to 2033
(operational workers)

• 	Additional role shortages: track
protection officers, terminal operators,
telecommunication tradespeople,
engineering professionals

• 	Top Rail Occupations, Growth and Demand:
− 	Train Driver future demand – below

average (Analytical Overview ARA
forecasts an average
gap of -30,719)

• 	Total workforce gap to peak in 2026-7
(Analytical Overview ARA states peak
will occur in 2024 at 69,000)

• 	Anticipated retirement cliff in 2030
(Analytical Overview ARA states significant
retirement cliff in 2035)
− 	21.4% of rail workers eligible to retire

in the next 10 years
• 	Diversity: First Nations Australian represent

3.3% of workers and there are negligible
numbers of people with a disability

DATA 
LIMITATIONS

• 	Report has captured approximately
55% of the Australian rail workforce

• 	ANZSCO only has 8 unique rail roles

• 	ANZSCO classifications do not accurately
reflect the diversity of occupations in the
rail industry

• 	Rail has two occupational categories at the
4-digit ANZSCO level – Train Controllers and
Signalling Engineers cannot be corroborated
since they are only available at 6-digit
resolution
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D. Future Skills Framework Reference List

D. �Future Skills Framework
reference list

The following resources were accessed to inform the Future Skills Framework deliverable

PUBLICATION TITLE AUTHOR DATE

1, 2, 4, 5, 30 The Rail Workforce: An Analytical Overview Australasian Rail 
Association

2023

3, 6, 28 Future Digital Skills in Rail Deloitte 2023

7 DB Rail Academy – Worldwide high-quality railway training DB Engineering & 
Consulting GmbH

2024

8 NTC and Cisco Partner to Jump Start Digital Rail Skill Training National Rail Skill Hub 2023

9 VR Learning Scenario Help Ensure Track Safety for Network Rail MX Reality 2023

10 �Immersive Technology (https://www.deutschebahn.com/en/
Immersive-technology-6935112)

Deutsche Bahn Retrieved 15/05

11 �TriMet is All Aboard with VR Training (https://trainingmag.com/
trimet-is-all-aboard-with-vr-training/)

Training Magazine 2021

12 National Microcredentials Framework Department of Education, 
Skills and Employment

2021

13 Department of Education Launches Microcredentials Pilot UNSW 2023

14 �Digital Excellence Programme (https://apolitical.co/learning-hub/
digital-excellence-programme-public/)

Apolitical Retrieved 15/05

15 �The ARA and Deakin University Railway Engineering Courses 
Go Live

Australasian Rail 
Association

2024

16 �Rail Academy Newport – Facilities for hire (https://railacademy.
vic.gov.au/rail-academy-newport/facilities-for-hire)

Rail Academy Retrieved 
26/04

17 ETCS: Using a Simulator to Prepare and Train Your Staff CORYS 2020

18, 23 Simulator, Mentorship for Qld Trainees Rail Express 2017

19 Digital University (https://digitalu.af.mil/) United States Air Force Retrieved 
04/07

20 �Microsoft Viva Integration Partners (https://www.skillsoft.com/
integration-partners/microsoft-viva)

Skillsoft Retrieved 
04/07

https://www.deutschebahn.com/en/Immersive- technology-6935112
https://www.deutschebahn.com/en/Immersive- technology-6935112
https://trainingmag.com/trimet-is-all-aboard-with-vr-training/
https://trainingmag.com/trimet-is-all-aboard-with-vr-training/
https://apolitical.co/learning-hub/digital-excellence-programme-public/
https://apolitical.co/learning-hub/digital-excellence-programme-public/
https://railacademy.vic.gov.au/rail-academy-newport/facilities-for-hire
https://railacademy.vic.gov.au/rail-academy-newport/facilities-for-hire
https://digitalu.af.mil/
https://www.skillsoft.com/integration-partners/microsoft-viva
https://www.skillsoft.com/integration-partners/microsoft-viva
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D. Future Skills Framework Reference List

The following resources were accessed to inform the Future Skills Framework deliverable.

PUBLICATION TITLE AUTHOR DATE

21 �Skills Foundry: Workforce Upskilling and Reskilling Platform 
(https://www.ey.com/en_gl/services/workforce/skills-foundry-
workforce-upskilling-reskilling-platform)

EY Retrieved 
04/07

22 �Nissan Mentoring Case Study (https://www.pushfar.com/
case-studies/mentoring/nissan/)

Pushfar Retrieved 
04/07

24 �Community of Practice (https://www.riw.net.au/community-of-
practice/)

Rail Industry Worker Retrieved 
26/04

25 Preparing Workforce for Radical Change: AutoHaul Project National Rail Skills Hub Retrieved 
26/04

26 �Become an ASD Partner (https://www.cyber.gov.au/become-
asd-partner#no-back)

Australian Signals 
Directorate

Retrieved 
20/05

27 What We Do (https://www.wbcsd.org/what-we-do/) World Business Council for 
Sustainable Development

Retrieved 
04/07

29 �Determining the Future Demand, Supply and Skills Gap for 
Australia’s and New Zealand’s Rail Workforce: 2022-2032

BIS Oxford Economics 2023

31 Rail Industry Workforce Plan – Draft Industry Skills Australia 2024

https://www.ey.com/en_gl/services/workforce/skills-foundry-workforce-upskilling-reskilling-platform
https://www.ey.com/en_gl/services/workforce/skills-foundry-workforce-upskilling-reskilling-platform
https://www.pushfar.com/case-studies/mentoring/nissan/
https://www.pushfar.com/case-studies/mentoring/nissan/
https://www.riw.net.au/community-of-practice/
https://www.riw.net.au/community-of-practice/
https://www.cyber.gov.au/become-asd-partner#no-back
https://www.cyber.gov.au/become-asd-partner#no-back
https://www.wbcsd.org/what-we-do/
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